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Effective and Practical Deployment of COSO: 
Entity Level Control 

and  
Lessons Learned 

 
By:  Robert Putrus, PE, CMC, CFE                                                                                                 
 
Introduction 
 
The Committee of Sponsoring Organizations of the Treadway Commission (COSO) 
framework is the most commonly used framework for evaluating and assessing a 
company’s internal controls and governance.  It establishes a broad definition of internal 
control extending to all objectives of an organization.  However, the key is how to 
effectively deploy COSO when interpreting the results and implementing remediation.  
 
The purpose of assessing the internal controls of the company governance is to obtain 
sufficient knowledge of the control environment to understand the management’s and the 
governing body’s attitudes, awareness and actions concerning the factors of the control 
environment.  Entity level controls and corporate governance are included within the 
scope of Sarbanes-Oxley Act Sec. 404. 
 
The overall assessment of internal control at the entity level ultimately comes down to 
two important questions: 
 

1. Has management created a control environment in which people are motivated to 
comply with controls rather than to ignore or circumvent them? 

2. Has the company installed the necessary control mechanisms to monitor and 
correct noncompliance, and are the mechanisms functioning effectively? 

 
For the purpose of this article, internal control is defined as a process, affected by an 
entity’s board of directors, management and other personnel, which is designed to 
provide reasonable assurance regarding the achievement of objectives. 
 
 
Objective of the Corporate Governance and Entity Level Assessment 
 
The assessment of internal controls at the entity level for companies when using COSO 
has to address, endorse and bring to the forefront two important issues: 
 

1. Management should create a control environment in which people are encouraged 
to comply with controls rather than ignore or circumvent them. 

2. Companies must install the necessary control mechanisms to monitor and correct 
noncompliance, and ensure the mechanisms are functioning effectively. 
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To obtain sufficient knowledge of the control environment within the company and to 
understand management’s and the governing body’s attitude, awareness and actions 
concerning the factors of the control environment: 
 
Within the framework of SOX Compliance efforts, the company will obtain sufficient 
knowledge of its governing body attitude, awareness and actions concerning the 
following actors: 
 

1. Integrity and ethical values 
2. Commitment to competence 
3. Governing body/Audit Committee 
4. Management philosophy and operating style 
5. Organizational structure 
6. Methods of assigning authority and responsibility 
7. Personnel, business and process policies and practices 

 
 
Best Practice in Deploying COSO Framework 
 
This article provides a summary based on observations and recommendations reflecting 
the current status of the company to go through the entity level assessment and 
compliance.  The following steps should be considered: 
 

1. The assessment of the entity level control should be performed by the entity/staff 
performing the internal audit through a series of interviews discussing the condition 
of the internal control environment within the company and its management 
awareness. The company’s audit committee should remain updated during this 
process on the status of effectiveness of the company control environment. 

 
2. Company management response and necessary documents should establish the basis 

in substantiating the arrived to conclusions and recommendations with respect to 
internal control effectiveness and any recommended remedial actions.  The interviews 
are based on either good faith representation of the facts or management is required to 
substantiate the presence and the operating effectiveness of the controls. 

 
3. Conduct the assessment project in two phases. The first phase is presenting an interim 

progress report to the company’s audit committee for review and recommendations. 
The second phase represents the final assessment and conclusion of the internal 
controls. 

 
4. It is recommended that the audit committee approve the implementation of the 

recommendations stated in the progress report. 
 
5. The company must be committed to implement a program of periodic monitoring of 

the control activities and their compliance to the company policy and procedures. 
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Guidelines to Improve Entity Level Controls and Compliance 
 
To maximize the COSO framework, it is critical to understand that compliance is a 
continual process, not a one-time initiative.   Therefore, the following are some 
recommended enablers to ensure compliance maintenance: 
 

1. Implement a semi-annual audit of entity control, effective tone at the top and a 
strong internal control environment to increase external auditor reliance on 
management’s efforts. 

 
2. Use audit experts rather than pushing responsibilities onto other internal resources 

for an effective and independent design of internal controls and adequately test 
the controls and processes of high impact. 

 
3. Use information technology to embed controls within information systems, 

increase compliance efficiency and improve control structures. 
 
4. Maintain documentation to effectively transfer ownership of controls to business 

unit personnel and effective change management. 
 
5. Ensure that the organization’s compliance and ethics program are followed 

through periodic and independent monitoring and auditing. 
 
6. Have and publicize a process, which may include mechanisms that allow for 

anonymity or confidentiality, whereby company employees and agents may report 
or seek guidance regarding improper conduct without fear of retaliation. 

 
 
Recommendation for Project Approach and Methodology 
 
The evaluation of a company’s entity level Internal controls should consider the COSO 
conceptual framework, which will quantify and report on the effectiveness of the 
company internal controls. The evaluation consists of: 
 

1. Adopting the five components of COSO framework. 
2. Identifying the control activities within each component of COSO framework. 
3. Providing a description for each of the control activities. 
4. For a multi-national corporation, developing a cross-reference table between 

entity level control activities and the Foreign Country Securities Rules. 
5. Documenting all of the above in a spreadsheet using a risk base control matrix. 
6. Meeting and interview company personnel to familiarize them with the adopted 

methodology, and provide explanations and capture their responses. 
7. Answering each of the control activities with “effective,” “ineffective” or “N/A”  
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8. Company management providing evidence and management comments for each 
control activity. 

9. Producing hardcopy evidence of control activities for each related activity and 
permanently retained. 

10. Assessing whether any remediation is required for a given control activity. 
11. Examining the effectiveness of each of the control activities by the internal audit 

team. 
12. Making recommendations to the company senior management team, board of 

directors and audit committee where a control activity is deemed ineffective. 
13. Approving the remediation action by the board of audit committee and board of 

directors. 
14. Developing a management report encompassing the results of the entity 

evaluation of internal controls for the company. 
 
 
Internal Controls Testing Method 
 
The recommended testing method for internal control effectiveness is “examination.” 
The following are the commonly understood definitions of the testing methods: 
 

1. Inquiry: Inquiry of a control’s effectiveness does not, by itself, provide sufficient 
evidence of whether a control is operating effectively. 

2. Observation:  Observation of the control provides a higher degree of assurance. 
3. Examination:  Examination of evidence to determine whether controls are in 

place. 
4. Re-performance:  Re-performance of the specific application of the control 

provides the highest degree of assurance. 
 
 
 Maintain and Improve Entity Level Controls and Compliance 
 
For subsequent years, the entity level internal control documentations must be monitored, 
reviewed and updated as follows: 
 

1. On a periodic basis, monitor and review the internal controls and report to the 
audit committee, which will take adequate and timely actions to correct any 
identified deficiency. 

2. Review previously completed risk control matrix and determine what changes, if 
any, the company has made in the entity’s internal control. 

3. If there are changes in any particular control activity, the original findings should 
be updated to reflect the current status and be re-examined. 

4. Used information technology to embed controls within information systems, 
increase compliance efficiency and improve control structures 
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5. When updating a particular control activity, the staff responsible should sign and 
date each section when he or she has completed the updated review of that 
section. 

6. Ensure segregation of duty is maintained, monitored and tested.   Segregation of 
duties is an internal control activity to help prevent or decrease the occurrence of 
undetected innocent errors or intentional fraud. This is done by ensuring that no 
single individual has control over all phases of a transaction: authorization, 
custody, and record keeping. When there is a good segregation of duties, there has 
to be collusion between two or more employees for irregularities to occur without 
detection. 

7. If segregation of duty is at question, the company will design and institute a 
proper compensating control.  Compensating control is a control designed to catch 
the failure of specific controls that were put in place to prevent or detect an 
undesirable situation. 

 
 

Conclusion 
 
Companies that are seeking effective internal controls certification and compliance must 
start at the top level of the organization by evaluating internal control environment at the 
entity level, which has a pervasive impact on the organization.   
 
Consideration should be given to each of the five COSO internal control dimensions: 
control environment, risk assessment, control activities, information and communication, 
and monitoring. 
 
On a periodic basis companies ought to monitor and review the internal controls and 
report the status of effectiveness to the audit committee, which will take adequate and 
timely action to correct any identified deficiencies. 
 
 
COSO Dimensions 
 
The COSO framework includes the following five components of internal controls: 
 
Control Environment sets the tone of an organization and influences the control 
consciousness of its people. It is the foundation for all other components of internal 
control and provides discipline and structure. 
 
Risk Assessment is the entity’s identification and analysis of relevant risks to the 
achievement of its objectives and forms a basis to determine how the risks should be 
managed. 
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Information and Communication Systems support the identification, capture and 
exchange of information in a form and time frame that enable people to carry out their 
responsibilities. 
 
Control Activities are the policies and procedures that help ensure that management’s 
directives are carried out. 
 
Monitoring is a process that assesses the quality of internal control performance over 
time. 
 
 
1. Robert Putrus, PE, CMC, CFE – is the Principal of THE ROBERTS 

COMPANY, LLC (WWW.THEROBERTSGLOBAL.COM).  He has an advanced 
M.B.A., M.Sc., Computer Engineering, M.Sc., and Systems Engineering, and B.Sc., 
Electrical Engineering.  Robert is also a certified Professional Engineer (P.E.), 
Certified Management Consultant (CMC), and Certified Fraud Examine (CFE).  He 
can be reached at 760.550.2160, e-mail: robertputrus@therobertsglobal.com. 
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Summary Profile: Robert Putrus: 
 
Robert Putrus, PE, CMC, CFE - Mr. Putrus is a seasoned professional and executive with over 20 
years of experience in information, engineering, and manufacturing management for a variety of 
companies ranging from middle market to Fortune 100.   
 
He has developed and founded new professional practices and companies and managed 
professional staffs of service organizations.  Also, he has negotiated, proposed, engineered, 
implemented, and managed major programs for a variety of industries taking these opportunities 
through the full sales cycle and project execution. 
 
Mr. Putrus has written numerous article and white papers in professional journals.  He was quoted 
in numerous publications. 
 
Mr. Putrus served as the President of Institute of Management Consultants- San Diego Chapter in 
2005 and 2006.  Also, he served on the Board of Directors for Junior Achievement San Diego and 
Imperial County regions. 
 
His experience covers a variety of executive level of information technology and management 
functions such as: 
 

 Internal control review, evaluation and testing 
 Sarbanes-Oxley Section 404 Compliance 
 ROI and Implementation of high impact enterprise initiatives 
 ERP selection, implementation, program management, project management, planning, 

implementation 
 Business process re-engineering 
 Supply chain management, information systems management 
 Risk consulting services 
 SAS 70. SAS 99 
 Computer integrated manufacturing (CIM) 
 Information systems outsourcing 
 Facilitation of management workshops, manufacturing information and supplier 

performance assessments 
 Development and implementation of computer integrated manufacturing (CIM), 

information systems  
 
 
EDUCATION: Advanced M.B.A., Michigan State University, 1988. 
 M.Sc.  Computer Engineering, Wayne State University, 1985. 

 M.Sc.  Control Systems Engineering, University of Technology, 1978. 
 B.Sc.   Electrical Engineering, University of Technology, 1976. 

 
 
CERTIFICATION: Certified Fraud Examiner (CFE) 
 Professional Engineer (P.E.) - Licensed Engineer 
 Certified Management Consultant (CMC) 
 


